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CONTEXT OF THE CHARITY 

The National Centre for Young People with Epilepsy (NCYPE) is the UK’s pre-eminent provider of residential and day special education, care, assessment and treatment for children and young people aged 5 to 25 with complex epilepsy and a wide range of related social, emotional, physical and educational disabilities.  The School and Further Education College cater for just under 200 students during term time and some children reside at the Centre year round.  The NCYPE works in partnership with Great Ormond Street Hospital for Children NHS Trust (GOSH) and the Institute of Child Health (ICH) in service delivery, research and academic activities.   In addition to providing medical, nursing, therapy and psychology services to school and college students, NCYPE offers Diagnostic and Interdisciplinary Assessments, Epilepsy Outreach and Rehabilitation services in collaboration with GOSH.  The consultant medical staff hold joint appointments between NCYPE and GOSH and The Prince of Wales’s Chair of Childhood Epilepsy is held jointly by the tripartite partnership.  Approximately 800 staff is employed across a range of disciplines.

PURPOSE

As a provider of education and residential care for students with special educational needs we acknowledge that:

· There are definite educational, social and developmental benefits for our students in experimenting with and using new technology in a safe environment

· New technology can be socially, emotionally and physically enabling for our students

· New technology, especially social networking and video calling, can improve home life, contact with friends and family, boost confidence and improve self image
· New technology provides a 'window' into NCYPE for a variety of external audiences, giving the organisation significant communications and marketing opportunities
We also acknowledge that:

· There are dangers such as cyber bullying, safeguarding issues and exposure to harmful content

· Some students do not understand the dangers that the internet and social networking presents and might be open to manipulation or abusive situations

· Parents, Carers and staff might have valid concerns regarding the use of new technologies
However, as our main educational goal is to prepare our students for the life they will encounter when they leave the organisation, we do need to provide our students with the opportunities and guidance to learn how to safely use new technologies and give them the skills and knowledge to be able to put these technologies to best use.
Both Facebook and MySpace now have more than 100 million users worldwide and that includes a large proportion of our staff and students.  Several of our students have made intentionally sought out ways to access these sites, including using mobile internet, without our consent.
YouTube hosts the largest amount of data of any website in the world, all of these video materials; 1.73 Billion videos per month were being uploaded during July 2008.  Although most of this can be considered as ‘non-sense’ the education community has embraced this and there are now several universities and colleges that use YouTube to distribute materials to students or embed YouTube materials in lessons, including our own Speech and Language Therapy team.
The internet is always expanding with new and shadow sites appearing all the time, which makes it very difficult for the ICT department. We are not always aware of the existence of these until we receive a notice from a member of staff, by which time a student might have been using the site for a considerable amount of time, without any supervision or protection that NCYPE could otherwise provide.
The organisation needs to acknowledge the above and meet technology rather than resist it.
DESCRIPTION OF POLICY FORMATION AND CONSULTATION PROCESS

This policy was developed by the ICT Manager, the Safeguarding Officer and the Data Protection Manager and approved by the Executive.  All staff were consulted through the ICT Champions Committee.
This policy should be read in conjunction with:

NCYPE ICT User Policy

NCYPE Information Security Policy

NCYPE Information Security Incident Policy

LEGAL FRAMEWORK

Data Protection Act 1998

Computer Misuse Act 1990

Terrorism Act 2000

Regulation of Investigatory Powers Act 2000

Malicious Communications Act 1988

Human Rights Act

POLICY STATEMENT

Desired position 
It would be in the best interest of the organisation to provide controlled, supervised and informed access to these sites to our students that can benefit from this.  To be able to do this we need to take the following action:
· Develop a risk assessment to be carried out for each and every student to ensure an individualised plan for internet and email use is in place (Appendix B)
· Notify Parents and Carers of the outcome of this assessment and inform them of the decisions made, and provide the option to decline where appropriate
· Provide training for contact staff to explain the risks and responsibilities and to enable them to provide guidance and supervision to students
· Provide Acceptable Usage and Good Practice information to students (Appendix A)

· Use a standard ‘Deny All’ position, unless specified otherwise, to these sites. Time and location controls can also be considered where appropriate
· Monitor usage on a monthly basis
Staff access
Many members of NCYPE staff are already members of social networking groups and constantly try to find ways of accessing these (some successfully) at work.  The biggest concern for us is that such unsolicited access cannot be monitored and it would therefore be more desirable to open access to such sites, encourage staff to only use such sites for educational purposes that benefit our students and monitor usage with a view to take action when necessary.
Staff should only be using the internet for professional purposes during working hours. Access to Facebook and other similar sites for personal use must be restricted to lunch hours and the staff member's own time before or after work.
Staff should also be provided with Acceptable Usage and Good Practice information.

IMPLEMENTATION AND SUPPORTING DOCUMENTATION
Guidance and policy documents have been developed by IT, Safeguarding and Data Protection, these will be brought to the attention of everyone through the Intranet and management structures.

Student Risk Assessment:

Tutors / Teachers and Unit Managers all have the responsibility to:

· ensure that a risk assessment for each student is carried out and communicated to all relevant members of staff

· parents and carers are informed of the outcome of the risk assessment and the impact of this on the student's access is explained

· Staff in their area is fully aware of their responsibility and how to implement the policy

· IT is informed of the outcome of this process and advised as to access requirements for each student

· Students are supervised and the appropriate services informed of any breaches of the policy

 Monitoring:
The IT department takes the responsibility to monitor internet usage and site access across the whole site on a weekly basis and to notify the executive of any irregularities or excessive usage they might notice through running the following reports:

· ‘Named Sites Access Report’ – to include Facebook, MySpace, YouTube, MSN and any others we wish to monitor specifically

· ‘Top Ten Users’ – a quantative usage report showing the ten most active internet users and the time they have spent on the internet during the past week and finally

· ‘Denied Access Report’ – showing attempted access to blocked sites
Technical implementation of the policy 
We currently use two firewalls for our external contacts, the JANET webfilter and locally a Microsoft Internet Security and Access Server 2004 (MS ISA 2004).

The JANET webfilter does whole site blocking and we can manage specific sites blocked for NCYPE, but the main benefit of using this filter is to benefit from other filters such as the RM Filter which is supported and maintained by BECTA and filters malicious content and adult material.  This filter does however block all access to these sites and access cannot be tailormade to specific users or other conditions.

The ISA server on the other hand is managed locally and we are able to manage access on a per user, per location at specific times basis.  The current blocked access page for this is a text page with a brown header bar, this can also be amended to show a preconfigured organisational message.

ISA Server, by default, Denies All, and then access is given or conditionally given to specific items and sites.  We already have a rule that denies access to Facebook and YouTube to all, except for a few.  The proposed configuration would be to allow all staff access to these sites, but to only allow students with a completed risk assessment and necessary constraints in place access.  Access can also be specifically removed for students or staff as required.
Appendix A

Social Networking and Internet Guidance

http://www.digizen.org/socialnetworking/
http://www.ico.gov.uk/for_the_public/topic_specific_guides/social_networking.aspx
Student access – guidance for staff

· All students need to have a completed risk assessment and their parents / carers need to be informed of the outcome of the risk assessment and the implication there of

· Once you have complete the risk assessment and informed the parents / carers please contact the ICT Department to get access for the student setup

· Make sure the recommendations to reduce risk for the student are fully implemented and adhered to under all circumstances

· If at any point you think the student are at risk, or are abusing the privilege, please contact the IT Helpdesk immediately to remove access for the student

· Help our students understand what information should be private
· Explain that students should post only information that you – and they – are comfortable with others seeing
· Show them how to use privacy settings to restrict who can access and post on their website
· Remind them that once they post information online, they can't take it back
· Talk to them about avoiding risky language online
· Tell them to trust their gut if they have suspicions. If they ever feel uncomfortable or threatened by anything online, encourage them to tell you

Staff Access – guidance for personal / professional use

· Personal use is only permitted in your own time or as agreed with your line manager

· NCYPE strongly disagree with staff and students sharing information personally on the internet, this is a very difficult position to place yourself in, if you do feel the need to monitor, or use social networking with students as part of your social networking group for professional reasons, create a second profile using your NCYPE details and keep your friends and students separate in that way OR please ensure that you only give them access to the areas of your profile that is ‘safe’,  

· Remember, any information you publish on the internet is in the Public Domain, meaning that it can be used against you in many ways, be very careful what you say, what you publish and who will be seeing it, please read the following: http://news.bbc.co.uk/1/hi/technology/7325019.stm
Student Access – guidance for students 
Link to child friendly guide: http://www.childnet-int.org/downloads/blog_safety.pdf
http://www.ico.gov.uk/for_the_public/topic_specific_guides/social_networking.aspx

While social networking sites can increase your circle of friends, they also can increase your exposure to people with less-than-friendly intentions. Here are some things you can do to socialize safely online:
· Think about how different sites work before deciding to join a site. Some sites allow only a defined community of users to access posted content; others allow anyone and everyone to view postings
· Keep some control over the information you post by restricting access to your page.

· Keep your full name, national insurance number, mother’s maiden name, address, phone number, and bank or credit card account numbers to yourself
· Make sure your screen name doesn't say too much about you. Even if you think it makes you anonymous, it doesn't take a genius to combine clues to figure out who you are and where you can be found

· Post only information that you are comfortable with others seeing and knowing.

· Consider not posting your photo. It can be altered or broadcast in ways you may not be happy about
· Flirting with strangers online could have serious consequences. Some people lie about who they really are
· Be wary if a new friend wants to meet you in person. If you decide to meet them, meet in a public place, during the day, with friends you trust. And tell a responsible adult where you're going
· Trust your gut if you have suspicions. If you feel threatened by someone or uncomfortable because of something online, tell an adult you trust, and then report it to the police
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	Risk Assessment                     

Student Access to Internet Social Network sites
	Risk Indicator

(Before Safety Actions)
	Safety Actions
	Risk Indicator

(After Safety Actions)

	Hazards
	Risk
	O
	S
	Risk
	
	O
	S
	Risk

	Disclosure of personal data e.g. real name, dob, addresses, tel.nos, financial details, email address. 


	Exposure to danger from harmful contact with inappropriate others; grooming; stalking; cyberbullying (either victim or instigator); financial harm…  
	
	
	
	Individual access assessment of student;

‘Access denied’ reports;

Acceptable use protocol/agreement;

Instruction on safer behaviour in chat rooms;

Instruction on safety measures available in chat rooms.

Limited access time 

(e.g. 6.00pm to 8.00pm, or other)
	
	
	

	Disclosure of other student or staff details as above


	Harm to others as above
	
	
	
	As above
	
	
	

	Limited understanding of the dangers involved


	Exposure to harmful and/or illegal material or activities from others as above.

Criminal activity
	
	
	
	‘Organisational access denied’ page on undesirable sites containing info on NCYPE acceptable use
	
	
	

	Vulnerability to scams and/or phishing
	Financial harm
	
	
	
	Guidance provided by staff to make students aware of scams and phishing. Risks explained.

Vulnerability to scams/phishing to be considered as part of the individual access assessment
	
	
	

	Agreement to meet an individual found online


	Exposure to the risk of personal harm
	
	
	
	Instruction on safety measures

Vulnerability to make such an arrangement to be considered as part of the individual access assessment
	
	
	

	Individual student memory problems


	Failure to recall the risks and dangers;

Exposure to harm and risks of harm as above as above.
	
	
	
	Regular review of access assessment;

Supervision when online in chat rooms.
	
	
	

	General Safety Actions Needed



	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Occurrence (O)

High         3

Medium   2

Low          1
	Severity (S)

Death                       4

Serious                    3

Absence < 3 day     2

Slight                        1
	Persons Affected

Student

Staff

Volunteer

Visitor

All

Other (specify):
	Issue No
	Issue Date
	Issued by
	Signed (Manager)

	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	Risk

Low 1-3; Medium 4-6; High 7-12



